KnaccHbli yac

«be3onacubliit Uutepuer» 71" kaacc

Henanb: [To3HaKOMUTH y4aImxcs ¢ OIACHOCTAMU, KOTOPBIE MOJACTEPEratoT ux B MIHTepHETE N
IIOMOYb U30€KaTh ITUX ONACHOCTEH.

IMoaroroBuTe/IbHASI Pad0TA: KIACCHBIM PYKOBOAUTENH IPOBOAUT ONPOC YYAUTUXCSA IO
BOIIpOCaM:

VY Bac Ha JOMalIHEM KOMITbIoTepe ycTaHoBieH HTepHeT?
Yro Bam Oostbiie Bcero HpaBuTcs B IHTepHeTe?

Kak Bamu poaurenu BocipuHUMaroT Baliy 3aHsatus B MaTepuere? [louemy?

Xoa 3aHaTusa
KuaccHblii pykoBoauTen

Panpiie moaroroBka K MIKoJIe 3aKI0YAIACh B YKJIAIBIBAHUM B MOPTQETs KapaHaaliei, TeTpaaei
1 yueOHuKOB. CerojiHsi B Havaje 3TOro CIKcKa HEPEJIKO HaxoauTcst kommnbiotrep. M Havats Ham
KJIACCHBIN Yac g Xx04y ¢ 00pabOTaHHBIX TaHHBIX MPOBOAMMOro ornpoca. Ha poautensckom
coOpaHUU MBI 4YaCTO TOBOPUM O TOM, YTO BBl OUY€Hb MHOT'O BPEMEHHU MPOBOJIUTE 3a
KOMITHIOTEPOM.

JlaBaiiTe 0OpaTUM BHUMaHME, YTO HAaHOOJBIINN MPOLIEHT OTBETOB Ha MOCIIEIHUI BOIIPOC CBSA3AH
¢ Oe3zonacHocThio B MHTEpHEeTe. U Bamu poauTenu Bo MHOroM npasbl! OueHs Ooliblioe
BHUMaHMe Ipu padbote ¢ IHTepHETOM HE0OX0AUMO YIIeNIATh UMEHHO BOIIPOCaM 0€30IaCHOCTH.
U otBetuTh Ha Bompockl: «Kakue onacHocTu nojcreperatoT Hac B UnTepuere?» u «Kak nx
n30exaTh?» HaM IIOMOJKET 3TOT KJIACCHBIN Yac.

Bonpoc 1. «Kakune onacnocTn noacreperarot Hac B Unrepuere?»

IIpecrynuuku B UnTepHere.
JIEMCTBUS, KOTOPBIE IIPEJITPUHUMAIOT ITPECTYITHUKU B UHTEPHETE.

[TpecTynHUKHN NPEUMYILECTBEHHO YCTaHABIMBAIOT KOHTAKTHI C I€TbMH B YaTax, pu oOMeHe
MI'HOBEHHBIMH COOOIIEHUSIMHU, IO 3JIEKTPOHHOW MouTe WK Ha popymax. [[ist pemienus cBoux
Ipo0JIEM MHOTHE MOJPOCTKU OOPAIAtOTCs 3a MOAACPKKONU. 370yMBIIIIIEHHUKN 4aCcTO CaMH TaM
0OWTAIOT; OHM CTAparOTCsl MPUBJIEUb MOIPOCTKA CBOMM BHUMaHHEM, 3a00TIUBOCTbIO, 100pOTOI
U Jake NMoJapKaMH, HEPEIKO 3aTpadynBasi Ha 3TH YCUJIMS 3HAYUTEIbHOE BPEMs], IEHBIU U
sHepruto. OOBIYHO OHU XOPOIIIO OCBEIOMJIEHBI O MY3bIKaJIbHBIX HOBUHKAX U COBPEMEHHBIX
yBieueHUsX JeTeil. OHU BBICTYIINBAIOT MPOOIEMbI IOJPOCTKOB M COUYBCTBYIOT UM. Ho
MOCTETIEHHO 3JIOYMBIIIJIEHHUKN BHOCST B CBOM O€celbl OTTEHOK CEKCYallbHOCTH HUITH
JEMOHCTPHUPYIOT MaTepHalibl OTKPOBEHHO IPOTHUECKOTO COJEPKAHUS, MbITAsICh OCIA0UTh
MOPAJIBHBIE 3aIIPETHI, CACPKUBAIOIINE MOJIOABIX JT0eH. HEeKoTOopble MPeCTYITHUKN MOTYT
JeficTBOBaTh OBICTpEe IPYTHX U Cpasy K€ 3aBOJUTH CeKcyaibHble Oecenpl. [IpecTynmHuKN MOTyT
TaK)X€ OLIEHUBAaTh BO3MOKHOCTh BCTPEUH C IETbMH B PEAIbHON KU3HH.



BoicTyniieHue yyammxcs
BpenonocHbie mporpaMmmbi.

K BPCAOHOCHBIM IIpOorpaMMaM OTHOCATCS BUPYChI, UEPBU U «KTPOSIHCKUEC KOHU) — 3TO
KOMITIBIOTCPHBIC ITPOrpaMMBbl, KOTOPBIC MOI'YT HAHECTHU BPEA BalliIEMy KOMIIBIOTCPY U
XPpaHAIIUMCA Ha HCM JaHHBIM. OHu TaKxke MOT'YT CHMXXATb CKOPOCTH oOmeHa JaHHBIMU C

WNHTepHeToM U J1a)ke UCIOJIb30BATh Balll KOMITBIOTEP JUIsl paCPOCTPAHEHUSI CBOMX KOIHM HA
KOMITBIOTEPHI BAIIUX JAPY3€H, POJICTBEHHUKOB, KOJUIET M 10 BCEH OCTaIbHOM riiodansHoi CeTu.

I/IHTepHeT-MOIHeHHI/I‘leCTBO H XHIICHHUEC JAaHHBIX C erHHTHOﬁ KapThbl.

B UYEM COCTOUT MOLIEHHHUYECTBO? Cpenu MHTEpHET-MOLLIEHHUYECTB HIMPOKOE
pacrpocTpaHeHHe TOJTy4riia MpUMEHsIeMas XakepaMu TeXHHKa «phishing»,cocrosimas B ToMm,
4TO B (paJbIIMBOE AJIEKTPOHHOE MMCHMO BKJIFOYAETCS CCBUIKA, BEAYINAsl Ha MOIYJISPHBIN y3el,

HO B ICUCTBUTEIHHOCTH OHA IPUBOUT IOJIb30BATENsl HA MOIICHHUYECKHUH y3€ll, KOTOPBIN
BBITJIATUT TOYHO TaK ke, KaKk O(UIIHaTbHBINA. Y OeIMB T0Ih30BATENS B TOM, YTO OH HAXOAUTCS Ha
ouIMaNBEHOM y3I1€, XaKephl MBITAIOTCS CKIIOHUTD €r0 K BBOLY HapoJieii, HOMEPOB KPEeIUTHBIX
KapT U IPYroil cCeKpeTHOI MH(OpMAIHH, KOTOPasi TOTOM MOXET U OyJIeT HCIOIb30BaHa C
yiepOooM AJis OIb30BATES.

A3apTHbIe UI'PBI.

Pa3HI/IIla MCKAY UT'POBBIMHA cailTaMH M CaiiTaMHu C a3apTHBIMU UI'PpaMH COCTOUT B TOM, YTO HaA
HUI'POBBIX caiiTax OOBIYHO COACPIKATCA HACTOJILHBIC U CJIOBECHBIC UT'PhI, aApKaAbl U I'OJIOBOJIOMKHA
C CHCTEMOM HAYHCIICHHS OYKOB. 3I[CCI) HC TpaTATCA ACHBI'M: HU HACTOAIINEC, HU UT'POBLIC. B
OTJIMYUC OT UT'POBBIX Caf/'ITOB, CalThI C a3apTHBIMU UI'PpaMH MOT'YT OOITYCKAaTh, YTO JIXOAU
BBIMI'PBIBAIOT UJIM IIPOUI'PBIBAIOT UTPOBBIC JCHBI'U. CaiThl ¢ HUrpaMu Ha J€HbI' OOBIYHO
COACPIKAT UI'PbI, CBA3AHHBLIC C BLIMI'PBIIICM HWJIW ITPOUT'PBIIICM HACTOAIIUX JICHCT .

OmnJ1aiiHOBOE MUPATCTBO.

OmnitaliHOBOE MUPATCTBO — ITO HE3AKOHHOE KOIIMPOBAHUE U PACIIPOCTPAHEHHE (KaK s
JIEJIOBBIX, TaK M JIJIS JIMYHBIX 1I€JIei) MaTepuasoB, 3alllUIIIEHHBIX aBTOPCKUM IIPaBOM —
Harpumep, My3bIKH, (PUIBMOB, UTP MM MPOrpaMM — 0€3 pa3pelieHns IpaBoo0IaaaTes.

HNHTepHeT-XyIUTaHCTBO.

Tak XKE, KaK 1 B 0OBIYHOM KHU3HU, B HHTepHeTC MOABUIIMCH CBOU XYJIMT'aHbI, KOTOPLIC
OCJIOKHAIOT )KU3HBb APYT'UM IMOJIB30BATCIIAM I/IHTepHeTa. IIo CyYTH, OHH TC K€ IBOPOBLIC
XYyJIHUTaHbl, KOTOPBIC IMMOJIYYarOT YAOBOJBCTBUEC, XaM U pr6$[ OKpYKarouinuMm.

Hepnocrosepnasi unpopmaums.

WuTepHeT nmpearaeT KojoccaabHOE KOTHUECTBO BO3MOXKHOCTEH A 00y4eHuUs, HO eCTh 1
OombIias noist HGOPMAIUHU, KOTOPYIO HUKAK HEMb3s HAa3BaTh HU MOJIE3HOM, HU HA/IeKHOM.
[Tonb3oBarenu CeTH TOMKHBI MBICTUTh KPUTUYECKH, YTOOBI OIEHUTh TOYHOCTh MAaTEPHAIIOB;
MOCKOJIEKY a0COIIIOTHO JII000# MOXET onmyOnukoBath nHGopmanuio B IHTEpHETE.

MaTepna.m,I HEKETATECJIBbHOT0 COACPKAHUSA.

K matepuanam HexxenaTeIbHOro COAEep KaHusl OTHOCSATCS: MaTepuallbl MOPHOrpadudIecKoro,
HEHAaBUCTHUYECKOT'O COJIEPKAHUs, MATEPUAIIbI CYULIMIAIbHON HAIIPABICHHOCTH, CEKTAHTCKUE
MaTepHualbl, MaTEPUAIIBI C HECHOPMATHBHOM JIEKCUKOM.

KuaaccHblii pykoBogurtenb

MBI ¢ BaMu y’K€ pacCMOTPENH T€ OIACHOCTH, KOTOpPbIE HAaM MOT'YT BCTpeTUThes B IHTEpHETe. A
Tenepb JaBalTe MOCMOTPUM, KaK ATUX OMACHOCTEH MOKHO M30€XKaTh.

Bomnpoc 2. «Kak 3Tux onacHocreii uzdexarb?»



BoicTynieHue yqammxcs:

IIpecrynuuku B UnTepHeTE.

[Tpexpamaiite M00BIE KOHTAKTHI 10 3JIEKTPOHHOM MMOYTe, B CCTeMe 00MeHa MIHOBEHHBIMH
COOOIIEHUSIMU WJIH B YaTax, €CIIU KTO-HUOY/Ih HAUMHACT 337aBaTh BaM BOIIPOCKHI TUIHOTO
XapaxkTepa WIH CoeprKalue CeKeyalbHble HaMeku. Hukorga He coramanTech Ha JTUYHYIO
BCTpEYy C JIFOJbMHU, C KOTOPBIMU Bbl IO3HAKOMUIIUCH B VIHTEepHETE.

BpexoHocHbie NporpaMmsi.

A) Huxorna He OTKpbIBaliTE HUKAKUX BJIOKEHWH, IOCTYNMBILNX C 3JI€KTPOHHBIM TUCBMOM, 32
UCKJIIOYEHHMEM TEX CIIy4aeB, KOra Bbl 0KMAACTE ITOJYyUYECHUE BIOKEHUS U TOYHO 3HAETe
COJepKMMOE Takoro (aiina.

b) CxauuBaiite (haiisibl M3 HaJEKHBIX HCTOYHUKOB M 00s3aTEIPHO YUTANTE MPEIyNPEKACHUS 00
OTACHOCTH, JTUIICH3UOHHBIC COTJIAIICHUS U TIOJIOKEHUSI 0 KOH(DUICHITHAIIEHOCTH.

B) Per.]'IHpHO YCTaHaBHHBaﬁTe Ha KOMIIBIOTECPEC IMOCICAHNC 00HOBJIEHUS 0€30IMaCHOCTH U
AHTHUBUPYCHBIC CPCACTBA.

A3apTHbIe UIPbI.

[TomHuTE, UTO HENB3S UTPATh HA ACHBI'H. Beb, B OCHOBHOM, 110/100HBIE pa3BlICUEHUS
UCIIOJIB3YIOTCS CO3JaTesIMU JUIs IOAy4eHus: Tpuobuin. Irpoku Oosiblie TEpSIOT AEHbIH,
HEXEJH BBIMIPBIBAIOT. Mrpaiite B HE MEHEE YBIIEKATEIIbHbBIE UTPBI, T€, KOTOPLIE HE
NPEIOIaraloT UCIOIh30BAHNE HATTMYHBIX MM O€3HATMYHBIX POUTPHIIICH/BEIMTPHIMIEH.

HNHTepHEeT-THEBHUKH.

Huxoraa He myOiaukyiTe B HUX KaKy0-IM00 JIMYHYI0 HHPOPMALIMIO, B TOM YHCie (paMUiIno,
KOHTaKTHYIO HH(pOpMaIHIO, JOMAIIHUI ajpec, HoMepa Tesie(hOHOB, Ha3BaHUE ILIKOJIbI, aJpecC
3JIEKTPOHHOM MOYTHI, (PaMHIIUU JIpy3€i UM POJCTBEHHUKOB, CBOM UMEHA B ITPOrpaMMax
MT'HOBEHHOTO 0OMEHa COOOIEHUSIMH, BO3PACT WM ATy pokaeHus. Hukorna He moMerianTe B
XKypHaJje MpOBOKaIMOHHbIE (poTorpaduu, CBOM WIK YbH-THOO €I11e, U BCeria NpoBepsiite, He
PaCKpBIBAIOT JIM M300paskeHMsI WM Jake 3aHUH Mmi1aH (GoTtorpaduii Kakyro-1100 TMYHYIO
MH(pOpMaIHIO.

HNHTepHeT-XyIMrancTso.

Urnopupyiite Takux XynuraHoB. Eciu Bel He Oy/ieTe pearupoBath Ha UX BO3JICHCTBUS,
OOJILITMHCTBY TPU(EPOB ITO, B KOHIIE KOHIIOB, HAJIOECT U OHU YIIYT.

Henocrosepnas ungopmanus.

Bcerna mpoBepsiiite coopannyo B CeTi HHPOpPMAIUIO IO APYTUM UCTOYHUKaM. J[71s1 mpoBepKu
MaTepHaIoB 00paTuTech K Apyrum caiiram wim CMU — razeram, )xypHajlaM U KHUTaM.

MaTepnan bl HEXKECJIATEJIBHOI0 COACPKAaHUSA.

Hcnonw3yiiTe cpeacTa GpuiabTpanuy HexenaTelbHOro Mmarepuana (Hanpumep, MSN Premium’s
Parental Controls wu Bcrpoennsie B Internet Explorer®). Hayuutech KpUTHYECKH OTHOCHTBCS K
COJIEP’KaHUIO OHJIAMHOBBIX MaTEpUAJIOB U HE TOBEPATH UM.

KuaccHblii pykoBoauTeb:

A Terepp OABEAEM UTOTH HAIIIETO KJIACCHOTO Yaca. Y Bac Ha CTOJIE JIeKAT TPU KapTUHKH.
BriGepute u monoxuTe nepes codoil Ty, KOTopasi COOTBETCTBYET BallleMy HACTPOEHUIO.

KitaccHbIl yac moHpaBuiCs. Y3Hal 4TO-TO HOBOE.



Knaccheriit yac nonpasusica. Huuero HoBoro He y3Hall.

Knacchslit yac He moHpaBuWiICs. 3psi BpeMs TOTEPSLIL.

KiiaccHblil pykoBOAUTE/Ib:

A Ha namATh 00 ATOM KJIACCHOM 4ace s X04y MOAAPUTh KaXKAOMY U3 Bac MaMATKY 10
Oe3onacHoMy noBeficHUIO B MHEepHeTe.

B Cetu T MOXeIIb BCTPETUTH BCE, YTO YTOJHO — OT YPOKOB UCTOPUU M HOBOCTEH JI0 HEJEIbIX
kapTuHOK. Ho HE cTouT AymMats, 4To, pa3 nHGopMaIus nosBuiiack B IHTepHeTe, OHA SBISICTCS
JIOCTOBEPHOM.

YrtoOsl pazobparthces, kakoir nHGopMmaluu B CETH MOKHO, a KaKOW HEJIb3sI IOBEPSTh, CIeIyil
MPOCTHIM COBETaM:

IHamsarka

1. OTHOCHCH K HH(POPMALIMKA OCTOPOXKHO. T0o, 4TO BEO-CaliT 30POBO ClIejIaH, IIe HUA O YeM He
roBoput. Cripocu ce0si: 3a 4TO 3TOT CalT BeicTynaer? B uem MeHs XOTAT yOenuTh ero
cozaarenu? Yero aTtomy caiiTy He noctaer? Y3Haii 00 aBTOopax caifta: 3aiiau B pazaen “O Hac”
WJIM HOXKMH Ha MIOX0KHE CCHUIKU Ha CTpaHMIIC. ¥Y3Hal, KTO pa3MecTuil nHpopManu. Eciu
WCTOYHUK HA/ICKHBIH, HAIPUMEP, YHUBEPCUTET, TO, BIIOJIHE BO3MOXHO, YTO HHPOPMAIIUU Ha
caiTe MOKHO JOBEPSITh.

2. Cneny# npaBuily TpeX UCTOUYHUKOB. [IpoBeau cBoe paccieioBaHuie U CpaBHU TPU UCTOUHUKA
MH(pOpMaLIUU IPEXkKIE YEM PEIINTh, KAKUM UCTOUHUKAM MOXHO J0BepsATh. He 3a0biBail, uto
(bakThl, 0 KOTOPBIX ThI Y3Haellb B IHTepHETE, HY’)KHO OYEHb XOPOILIO IIPOBEPUTD, ECIIU ThI
Oyzelb UCIOB30BaTh UX B CBOEH JoMalHel padore.

3. Kak mpeocTaBisaTh 10CTOBEpHYIO HH(POPMAIIUIO?

bynb oTBeTCTBEHHBIM — U B peane, u B Cetu. [IpocToe mpasuiio: ecinu Tol He Oyellb eiaTh
YTO-TO B PEaJIbHOU KU3HU, HE CTOUT ITO JEJIaTh B OHJIAIHE.

4. He 3annmaiics utaruatoM. To, uro marepuai ectb B CeTH, HE 03HA4aeT, YTO €r0 MO>KHO B3STh
6e3 crpoca. Eciiu ThI XOuellb UCIOIB30BaTh €T0 - CIIPOCH Pa3pelLCHHUS.

5. Coobmrasi 0 HETIpUEMIIEMOM KOHTEHTE, Thl He CTAHOBHIILCS TOHOCUNKOM. Hao00opoT, Th
nomMoraes aeny 6e3onacHoctu Ceru.

6. Korzaa Tbl rpyouis B IHTEpHETE, ThI IPOBOLUPYEIIb IPYTUX Ha TAKOE K€ MOBECHHE.
[TonpoOyit ocTaBaThCs BEXKIUBBIM MU IPOCTO TpoMoyaTh. Tebe cTaHeT MpusiTHee.

7. BCC, 4TO ThI pasMelaciib B I/IHTepHCTe, HaBcerJa OCTaHCTCA C TO0OI — KaK TaTynpoOBKa.
ToBKO THI HE CMOXKEIIh 9Ty I/IH(I)OpMaI_[I/IIO YAQAJIUTHb UKW KOHTPOJHUPOBATH €€ UCIIOJIB30BAHUC.
TrI Belb HE XOUECIIIb OIIpaBAbIBATHCA 3a CBOU (pOTOI‘pa(bI/II/I nepen 6yﬂyH_II/IM paGOTOJIaTCJICM?

8. 3amumaii ceds — ceriuac u B Oyaymem. [loaymait, mpexae uem 4To-1u00 pa3MeCTUTh B
WNHurepHere.

U nomuute, IHTEpHET MOXKET OBITH MIPEKPACHBIM H MOJIE3HBIM CPEICTBOM ISl OOyUCHHSI,
OT/IbIXa WK 001IeHus ¢ npy3biMu. Ho — kak u peanbHbIil Mup — CeTh TOKE MOXKET OBIThH
onacHa!



