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ﬂO,lJ,FOTOBﬂeHO Ha OCHOBaHUK
coumonormnyeckoro nccnenoBaHug

«0CBEJOMNEHHOCTb 0B YIP03dX
WH®OPMALIUOHHOW BE30MaCHOCTHy,

npoBefeHHoro B ceHTsbpe 2019 roga

Bonpocam pa3suTug cdepbl knbepbesonacHocTv B KasaxcraHe yaensercs npuctanbHoe BHUMaHME.

W pe3ynbtat pabotbl, NPoOBOAMMON COBMECTHO rocynapcTBeHHbIMK opratamu, HIO0 1 6usHecom -

370 TEHAEHUWS NOCAGLHNX N1ET, KOrfla Halla CTPaHa CTPEMUTENbHO YJyuLlaeT CBOM NO3uLMM B
rnobanbHoM uHaekce kubepbesonacHocTu. Ceityac KasaxcraH 3aHumMaet B HEM 40-e mecto. OTMeTuM,
YTO eLUE B MPOLLNOM TOAY Halla CTPaHA HAXOAMNAC Ha 42 NYHKTA HIXKE, 3aHUMas 82 MecTo.

HEMHOI0 BA)XHOH
WHOOPMALUM

NHdopMaLumoHHas 6e30nacHOCTb CTAHOBMUTCHA BaXKHOM YaCTbio HaLlen
noBcefHeBHOM Xun3HW. 06bIbHO, Nog MHPopMaLMOHHOW be3onacHOCTbI0
nogpasymeBatoT cobntogeHne TpEX BaXKHbIX MPUHLMMOB:

() ronousenunansocs

Uro ato Takoe? [locTyn K MHGOPMAL UK 0JDKEH BbITb TONLKO Y TOT0, KTO MEET Ha
370 NpaBo. Ay KOro HeT Takoro npasa, TOMy AOCTYN K HHGOPMaLLMK 3aKpbIT.

lnoxou npumep: [octyn kK Homepy Baiuei kaptoykmu n CVV kogy 3amonyynn
M710X01 Yesl0BeK.

z 41'40/0 ONpOLLUEHHbIX rpaXkaaH 33' 60/0 pecnoHAeHTOB

Pecny6nuku Kasaxcrau NpuaepKUBaOTCA

CYMTAIOT, 4TO UX [AMaMeTpasibHo

NepCoHabHbIe JaHHbIe NPOTUBONOJIOXKHOM TOYKM

HaXOAATCA B NOSHOH 3peHus.

besonacHocT.
N



o

v

@ nocrynmocts

UYro ato Takoe? HHdopMauus aomKHa ObITb JOCTYNHA B
NH000i MOMEHT, Koria oHa Hy)kHa. Cpasy u bbicTpo.

lMnoxo# npumMep: Bbi [O/1KHbI 104aTh 3a9BKY Ha

ycTponcTBO pebéHka B getckuii cag yepes «[loptan Akumata.
[To-apyromMy He npuHuMaroT. Ho caiiT aToro noprana He oTKPLIBAETCH.
5 MUHYT, 15 MUHYT, Yac, AeHb, Heaenw....

LIENIOCTHOCTDb

Uto ato Takoe? HHdopMaums aonKkHa ObITb JOCTOBEPHOH.
OHa He J0JKHA MEHATLCA CaMa U TeM bonee eé He AOJDKHbI
UCKaXXaTb HaMepeHHo.

lMnoxo# npumMep: Bri nenaete neperos AeHEXHbIX CPEACTB CO CBOEM KapToOYku Ha
KapToyky apyra. BpegoHocHoe 10 MOXET M3MEHUTb HOMep KapTOYKu ros1yyaTens 1
OTMPaBUTb AEHbIMM Ha KAPTOYKY 3/10YMbILLIEHHUKA.

NTak,

WHOOPMALIUOHHAA bE30MACHOCTDb - ato cobniopenue
KondupenuuanoHoctu, loctynHocty, LienoctHocTy.

HapylweHune ofHOro npuHLUmMNa, kKak NpaBuio, NPMBOAUT K HApYLUEHWIO APYTuX.

OnpoweHHble Ka3axcTaHubl NoABepranuch Kubep-atakaM

8 2018 ropy | 82019 rogy
33,9%
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NoBePraJiuch Jik Bbi
3d NnocaegHuu roa
KUbEP-aTaKdM?
® 2018 rop
z E 2019 rop
Hert, Takux cnyyaeB He 6bino, 51 ,0%
He oTMeyan(a) = 56,0%

2018 rop 2019 rop

BpenonocHblit CIAM 1% 1 2, 1%
ATaka BPe/JOHOCHbIX KOMNbHOTEPHbIX 0 0
BHPYCOB M NPOrpaMM 8|7 Jo 8|1 Jo

B310M aKKayHTOB B COLMANbHBIX CETAX 7'40/0 6,70/0

KubepmoweHHuyecTBo 0 0
¢ 6aHKOBCKUMM KapTaMu 7;2 Jo 2.5 /o




KAK U3BEXXATD
HEMPUATHOCTEW?

15.5% noNb3oBareseii He UCNONb3YIOT aHTHBUPYC U HE HCTOJb3YIOT
’ 3allUTy Naposem.

7 \IAroB K IMYHON
WH®OPMALIUOHHOKU be30MaCcHOCTH

Kubepyrposbl, Xxakepbl, BUPYCbI, TPOAHCKUE KOHM.

Bcé HenoHATHO M 3anyTaHHO?
He nyraittecb. 3awutute ceba u coux 6au3kux! Mol nokaxxeM BaM nyTb. MyThb K

MHGOPMALMOHHOI 6e30nacHOCTH COCTOMT U3 7 NPOCTBIX LWAroB.
WauTe c HaMu ¥ 31ble XaKepbl C UX BUpycaMu BaM He cTpaLuHbI.
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XPAHUTE 3L
KAK 3EHULLY OKA

Bce Mbl 3HaeM, yto Takoe JUI. 370 - IneKTpoHHO-LMPpOBaA NOANKUCD. TyT Ha
Bawy 3awmTty BCTaéT TouHeNWwan n3 Hayk — MateMaTmka. Kaxxabli rpakjaHuH
KazaxctaHa moxeT nerko nonayumte LI, LM 310 ynobHo n HapéxHo. Ho ecTb
cepbé3Has onacHocTb, 1 Bbl gomkHbl eé 3HaTh. Ecnn 3UTT y Bac ykpanu, To
LOKYMeHTbl 3a Bac MoxeT nognuceiBaTb KTO-TO Apyron. VIHoraa aTo oyeHb
BaXkHble gokyMmeHThl! [1a, ga, UM MoxHO yKkpacTb, Kak 1 BCE, 4To NexuT be3
npucMmoTpa.

4T JIENaTb? .

Camoe HapéxHoe - cnpaTatb Bawe LN B HapéxHoe XxpaHunuwe. TakuMm
XPaHHUNIULLEM ABAAETCA INEKTPOHHBIA YHN, YTO YCTAHOBNEH BO BCEX

yaocTosepeHuax JIMYHOCTH HOBOIO oﬁpa3ua rpa>kaaH PECﬂyﬁﬂMKM KasaxcraH.
Mpu nonyvyennn LI nonpocute 3anmncate UMM Ha yoocToBepeHue
NNYHOCTU. HO eCTb 1 CAIOXXHOCTU NPU MCNONb30BaHUN YA0CTOBEPEHUS
NINYHOCTM Kak xpaHunuwa 3UT. Bam byneT Hy>KHO cneumnanbHoe YyCTPOMUCTBO
- Kap4-puaep. 3T0 yCTPOMCTBO YacTo BblAAT KMeHTaM baHKoB, OHO
No3BoNISieT MNOAK/YATL YAOCTOBEPEHME IMYHOCTU UK baHKoBCKME
KapTO4YKM K KOMMbloTepy. 3aTO 3TO HafEXHO.

TaK)xe MOXXHO BOCNO0/1b30BATLCA CNELNUaNnbHbIM XpaHuuiLeM, Kotopoe

Ha3bIBAETCA «TOKEH». OH YyacTo NoxoX Ha 0bbIYHY0 GNaLLIKY, HO ABNSETCS
caMbIM HacTosAWwMM cerdom gnsa 3L,




Baxcno! Kak npasuno, npu sbigaye LM, cotpyanuk LiOHa
yCTaHaB/IMBaAET TUNOBOM Naponb. 06s83aTeNnbHO CMEHUTE
naposnb ot ceoero L. 3o MoXKHO cAenaThb Ha caiTe
www.pKi.gov.kz

Nnn npocto nonpocute npu Bbinycke 3L yctaHoBMTL Baw cobcTBeHHbIN, a
He TMNoBoM Naponb. Ho ero npuaeTca 3anoMHMUTb.

€3 utoHe wyxHo fenat

Hukorpa He otnpasnsiite JLI B 0TKPbITOM BHAE N0 3N1€KTPOHHON NOYTE. MouTy
MoryT B3nomatb, Torga I TouHo ykpagyT. Hy>xHo BCE-Takm oTnpaBuTb? Ha
Baw cTpax n puck, Ho obazaTenbHo 3awmndpymnte LM nobbiM HagEXHBIM
cnocoboM. Hanpumep, ¢ NOMOLLbIO TEXHWKMN «33apXMBUPOBATb C NaposieM».
He ymeeTe «apxmBupoBaTh ¢ naponem»? Cnpocute y cneymanncTos,
POLCTBEHHMKOB U Apy3ei. BaM oba3aTenbHoO noMoryT.

Hukorpga He konupyitte cBoé JLI Ha He3HaKOMble KOMNbIOTEPbI. Ecnu Bcé-Taku
npunwoCb NoANMMCbliBaTb yTO-NMbO C HE3HAaKOMOTI0 KOMMbKOTEpPAa,
obazaTtenbHo ybepguteck, yto Bawe 3L He ocTanock Ha Yy>XoM
KOMMbHOTEpPE.

He xpanute cBoé L[ Ha KoMNbIOTEPE. Ecnu xakepbl BCE-Takn Bac B3nomany
NN BUPYC NPOHMK B Baww KoMnbloTep, TO OHWM He JOoMKHbI HanTu Tam LT,
Tak KaK ero Tam He JomkHO bbiTb. Ecnn Bbl nonyynnm 3UTM Ha dnawky, a He
Ha yA0CTOBEpPEHNE TIMYHOCTU UK TokeH, To nycTb LI n ocTaéTca Ha
bnawke. XpaHuTte ALKy B HAAEXKHOM MeCTe U He UCMNOJib3ynTe AN Apyrux
HY>A, KpoMme xpaHeHus I
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Balll LUT -
Bdlll NdP0JIb

Haw Mo3r ycTpoeH uHTepecHbIM obpasom. Mbl MbICIM accoLHALUAMH. Hawa
MbIC/1b 06993aTeNlbHO NOCTPOEHa Ha NpeablayLwien Mbican. Hale MbllwneHune
npenctaBnsgeT cobon NOTOK MbICAeN, BOCMOMUHAHUI U UOEN, BCE OHU

obs3aTenbHo B3anmoceasaHbl. Y HaC iBa BUAA NaMATH: KpaTKOCPOYHasA U

[0JITOCPOYHAS. B KpaTKOCPOYHON NAaMATM XPaHATCS BCe COOBITMA nn
MHbOPMaLUA Ha HECKOJIbKO MUHYT nan yacos. BoamoxxHo gHen. Ecnun
MHbOopMaLMa AN9 Hac BaXKHas U Mbl MepexkmBaeM B nNpoLecce 3anoMUHaHNUS
Kakme-nnbo accoumaumnm, To MHGOPMaLUSA NepexoqmnT B LOATOCPOYHYIO
namaTb. Kak yBepstoT nccnenoBaTenm Mo3ra, 370 NOCTPOEHO Ha 0bpa3oBaHNM
CMHaMNCcoB HEMPOHOB rofloBHOro Mo3sra. CaMblin NpocTon cnocob 3anmcatb
MHbOPMaLMIO B LONTOCPOYHYIO MaMATb — CAeNaTb aCCOLMATUBHYIO CBA3b
MeXxay nHpopMaumen n 4eM-To, YTO y>Ke 3anoMHunocb Bamun HaBcerga. Mnu
KOTOpOe Jierko BCNOMHUTb. Hy>kKHO BOCNOb30BaTbCs CaMbiMU BonbLINMYK
y4yacTkaMu Halwero Mo3ra, oteevatouwmnmm 3a: CJIYX n SPEHUE.

—
V’ [lonb3oBaTenu He MEHAOLWKE Napoau, NM60 MEHAHOT TONbKO KorAa 3abbiBatoT uX:

8 2018 rogy 8 2019 rogy
61,8% 53,5%




o YT0 AeNarb?

Y Hac cunbHO pa3BUTbI OTAEbI MO3ra, 0TBEYaIoLLMe 32 3PUTENbHYH NaMATb.
ITUM U HY>XHO BOCNO0JIb30BaThCA.
Capsicb 3a paboumin komnbloTep, ornaguTecb Bokpyr. Bokpyr Bac byayt

COTHW NpeaMeToB, KOTOPble MOCTOSAHHO HaxoaaTca Ha BalieM cTone, Ha
CTeHax, B liKadax Uan faxke 3a OKHOM.

[MpocTo 3arapavTe Kak napoib NpeaMeT, KOTopbi Bbl BuanTE Kaxzabl geHb,
CuAs 3a cBouMM paboynm MecToM. 310 1 byneT Baw napone.

lMpumep: Zelenyi_kaktus

pr—
V’ Monb3oBatenu cocTaBAsLoLME COXKHBIE NAPOSK:

82018 rogy 82019 rogy
23,3% 30,6%

BaxHo! 3aragbiBas npeAMeT B KauecTBe napons, 3arafanre
J1Ba CNOBa, HanpuMep, Ha3BaHWe NPeSMeTa U ero LBer.

Mo)XHo 3aragbiBaTh CN0Ba JIOOMMbIX NECEH, ropojia U MecTa,
rae Bol 6b1nu. [naBHoe, yto6bl B napose 6b110 MUHUMYM
8 3HaKoB.

Q YTO HEe HY)XHO 1eNaTb!
Hukoraa He nepepasaitte CBOM Naponau APYrUM NHOAAM. [Jaxe ecnv nonpocsT.

He 3anucbiBaiiTe CBOM Naponu Ha cTUKepbl, GyMaxkku. He xpanute naponu B
3NEKTPOHHON noyTe.
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JJIEKTPOHHAA
MoyTa

K coxaneHuto, MOLWEHHWNKN BABHO NOHANN, YTO Mbl YATAEM OTMPaB/IEHHbIE HAM
nucbMa. 3HAYUT, eCIN HanMcaTb XMTPOe MUCbMO, HAaC MOXKHO 0BMaHyTb.
Hanpumep, bbinm nonynspHbl «<HUTEPUNCKME NMUCbMa cHacTbs». B Takmnx
nMcbMax Hekui «ageokat u3 Hurepum» (ctpana Morna 6biTb nt060i, HO
BMepBble NMCbMa Npuxoaunn n3 Hurepmum, otctoga 1 Ha3BaHue
MOLLIEHHUYecTBa) 3aaBa, 4To Bbl cTanu HacnegHWKoOM rpoMagHoro
HacneacTsa. BaM Hy>KHO NpocTo BbicNaTb HEBOMbLLYIO CYMMYy €My Ha CYET «Ha
odopmneHne bymar». [leHbru, kKak NnpaBuo, MCHE3aloT, @ HAaCNeACTBO HUKTO He
nosyvaer.

CaMbIM pacnpocTpaHEéHHbIM CNOC06OM 3apakKeHns nepcoHanbHbiX KOMNbIOTEPOB
SIBNAETCA 0TNPaBKa 3NeKTPOHHOr0 NUCbMa C BPEOHOCHBIM COLEPKHMbIM.

4T0 IENaTh? .

Hukorpa He 0TKpbIBaliTe CaMo3anycKaeMble Gpainbl. Takue daitnbl nerko
pacnosHaTb no bykBaM, KoTopble MAYT Nocie NocsiefHen TOYKM B Ha3BaHMMW.
3Tun BykBbl Ha3bIBalOTCA paclimpeHmeM danna.

MpuMepbl pacwmMperuit camo3anycKaroumuxcs ¢painos:

(Daitnbl BNOXXEHHH C TAKUMHU pacluMpeHnsIMU OTKpbIBaTh HEJNb31. [axke ecnun oHM
nomeLleHbl B apxuB. HanpuMep, ynakoBaHbl B apxuB wWinzip.

—

ol




Xakepbl MOTYT MOANULMPOBATb M 0bbIYHbIE Palsbl [OKYMEHTOB OPUCHbBIX
NPUNOXEHNN.

Makpocbl - Habop KOMaHJ, KOTOpbie NO3BOAAIOT 3aNUCbIBATh H BOCAPON3BOANTD

CTaHAAPTHbIA NAaKeT 0QUCHBIX NPUNOXKEHUH. Bbi He 3HaeTe, kakme KOMaHAbI
3anucaHbl B Makpoc. Habop koMaHg MoXeT BbiTb f,0BOSIBHO HOAbLINM U
npeAcTaBnATb cObON BPeAOHOCHbIN KOA.

Ba)kHo! Hu B KoeM cnyyae Henb3f BKJIHOYATh «MaKpoChI»,

npuwenLwHe ¢ gpainamn no aNEeKTPOHHOMU noyTe.

€3 uro He HyxHo aenars!

He oTKpbiBaiTe Nof03puTeNbHbIE NUCbMA. Ecnin nucbMo BaM He nHTepecHo,
3HaYMUT OHO He A0CTOMHO Balero BHMMaHua. BHMMaTenbHo nsyyunte
BJIOXKEHHble daisibl (BnoxeHus).

He oTBeyaiTe Ha NOA03PUTENbHbIE MUCbMA.
He nepexoaute no ccbiikaM B N0403PUTENbHbIX MUCbMAX.

[ToMHWTE, MOLUEHHUKN UTPaIOT Ha YeNI0BEYECKMX YyBCTBAX — XKaAHOCTH,
ropgblHe, cTpaxe, rHeBe. [lymanTe ronoBon 1 He nonaganTe Ha
MOLUEHHUYECKME CXEMBbI.

\
7 470/0 nonb3o0BaTenem He nepexondTt no npUcinaHHbIM CCblJIKaM B COLIUAJIbHbIX
—j CeTax U MecCeHpxepax.
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AHTUBUPYCHAA
3dllIHT4d

Kak noHaTHO 13 Ha3BaHua, AHTHBUPYC - 3T0 TaKoe CPEeACTBO AN 3aLLUTbI
0T «BUPYCOB».

Mbl Ha3biBaeM BCE BpefoOHOCHOe NporpaMMHoe obecnevyeHune
«BUPYyCcaMmn». ITO He COBCEM KOPPEKTHO, Tak KaK «BUPYC» 3TO TOMbKO
OLVH 13 NPM3HAKOB BPELOHOCHOI0 NPOrpaMMHoro obecnevexms
(cokpawéHnno M0). Ho 4To Hy>XHO TO4YHO 3HaTb - BpeaoHocHoe M0 He
MW®, OHO peasbHO BPeAOHOCHO M ero peasibHO MHOro. MoLeHHMKM
MblTalOTCA NpuayMaTb BCE Hosiee XUTPOYMHbIE CXeMbl HapyLUEHNS
LOCTYMHOCTW, KOHOUAEHLNANBHOCTM U LLeTOCTHOCTMU.

KOMI'IbI'OTeprIe «BUPYCbI» O4YE€Hb MOXO>XWN Ha pealJibHble 3apa3Hble
60J'Ie3HVI, TOJIbKO MOpPa>kakoT OHN He J'II-O,EI,GVI, a KOMIMbHTEPHbIE CUCTEMBI.
AHTMBI/IpbeI HY>XKHO BOCNPUHNMATb KakK BakKUuWHbl N MPUBUBKWN, TOJIbKO
OJ19 KOMMNBbHTEPHbBIX «BUPYCOB».

YT0 rNaBHOE B IPUBUBKE?

MpuBKBKa A0MKHA 6bITb KAYECTBEHHO H3rOTOBAEHA,
MHa4ye MOryT BO3HWKHYTb N0b0YHbIE 3 PeKTbl 1

1 BO3MOXHbI TAXeNble nocneacTesnsa. Mol Bcerpa
3afaéM BOMNpoC Npu BakLMHALMKU: YTO 3TO 3a
NPMBMBKA, KTO €€ N3roTOBWJI, MPOLUIa 1M OHa
KITMHUYECKMe UCnblTaHna?

2 MpuBuBKa foMKHa 6bITb IQPEKTHBHA, nHaue HeT
CMbIcna ee BOOﬁIJ.I,e cTaBuUTb. B aTOM Cilyvae
BaKuMHauna MoXXeT npuHecTh HeMasio Bpena. Mbl
noJjiydaeM MJN3nto 3allnThl, KOTOpOVI Ha CaMOM
Jene Her.

3 MpuBMBKY HY)KHO CTaBUTb BOBpEMA! Henb3s
nponyckaTb CPOK BakUMHaLMK 1 TeM bonee
CTaBWUTb NPUBMBKY Ha ocnabneHHbI nnn gaxe
BonbHOM OpraHun3m.




antivirus protection

OTHOCHTECH K aHTHBHpYCAM, KaK K NPHBHBKAM 0T peaibHbIX YeJ0BeYeCKuX
BUPYCOB.

«

Monb30BaTenu, UCNONb3YHOLLHE AHTHBHPYC:

8 2018 rogy 8 2019 ropy
32,9% - 36%

MocTaBbTe cebe Ha cMapTQOH U KOMNbLOTEP NH0O0H HAJEKHBIA AHTUBUPYC U He
BbIKJIHOYaiTe ero 06HoBNEHHA!
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OGHOBJIBHMS
1 BLLE P33 OGHOBJIBHMS

ObHOBNEHUSA CUCTEMBI, KaK OHU Hac HepBupyoT! Ho coBpeMeHHble
0 - aTo NpoAyKT TpyAa Tbicay npodeccnoHanos. CoBpeMeHHble
nporpaMMbl cofepxaT TbiCA4m cTpok koga. KoHe4yHo, B 3TOM Kofe
MOryT o6Hapy>XnBaTbCs Kakne-H1Mbyab ownbKM, HECTBIKOBKM,
npobenbl. Takne owmnbkn NpnHATO Ha3biBaTb «YA3BUMOCTU». 370
MOX0Xe Ha HeEKAYeCTBEHHO NMOCTPOEHHYIO CTEHY C AblpaMu, KOTOPYHO
oknennun obossmn. Ecnu 3HaTh, rae B 3TOM CTeHe Ablpa, MOXHO
nanbuam npobutb obown.

Xopowlo, 4To nporpamMMHoe obecneyeHne — 3TO He CTeHbl. 3To Habop
KoMnbtoTepHoro koga. M xopowo, yto Baw cMapTdoH 1 KoMnboTEP
nogkntoyeHbl K IHTepHeTy. Yepe3 NHTepHeT nponsBoguTenm

nporpaMMHoro obecneyeHuns soicbinatoT «3aMNIATKU» Ha cBowm e
«yA3BUMOCTH». KcTaTw, 3annaTka no-aHrIMACKK HasbiBaeTcs patch,
0TCtofia C/10BO 3aMMCTBOBaHUE — NaTy.

Moxxanyicta, 3agenbiBaiTe Abipbl B CTeHaX BOBPEMA! MycTb naTun
yCTaHaB/INBAKTCA Ha Bawe nporpamMmHoe obecneyeHune BOBpeM4.
|_|p0MeJJ,J'IeHVIe Aa>ke Ha HeCKOJ1IbKO 4YaCoB OMacHO.

YT0 1eNdTb?

YcraHasnuBatb 06HOBNEHUA nporpaMMHOro obecneyeHus. Beerna.
AHTMBI/IpyC nonepaunoHHaa cnMcteMa OOJIKHbI 0bHOBNATLCA
dBTOMAaTU4YeCKHN.

MpoBepATb, yCTaHOBMEHbI 1K NOCNEAHHE 06HOBNEHMS.




€3 4t He HyxHo penary!

Wcnonb3oBath KOHTpadaKTHOE [I'IMpaTCKoe] nporpaMMHoe obecneyenue. Kax
npaBuno, nupatckoe 0 y>ke B3N1OMaHO yMenbLaMn 1 OTKIHOYEHO OT CUCTEMBbI
obHoBneHnn. Beab npu obpalteHnn Ha cepsep nponssogutens 10 cpasy
CTAaHOBMUTCS MOHATHO, YTO TOBAp KOHTpadakTHbIN. 3HaumT, Bbl He nonyyunTe
obHoBNeHNUN 1 ByaeTe nonb3oBaTbCs «AbipaBbiM» [10. Bam 3710 Hy>KHO?

W, noxxanyiicta, He 0TKNIH0yaiTe 06HOBNEHMS.
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COLlMaNbHAA HHXXEHEPHA.
COLlMdNbHbIE CETH. CKHMMUHT

COll,MaﬂbHaﬂ MH)KEHEpUA - meTop nonyyeHus Heobxogmmoro gocTyna K
MHbOpPMaLLMM, OCHOBaAHHbIA HAa 0COBEHHOCTAX NCUXOSTIOMUK JIIOLEN.

Hukorpa HUKOMY HE roBopuTe CBOX NapoJin 0T KOMNbHTEPHbIX CUCTEM.

Hukoraa He ocTaBnAnTe 3anMcaHHbIe Ha 6yMare napoJin Ha BUAHBIX WK AOCTYNHBIX
Ana NOCTOPOHHUX MeCTax.

CoumnanbHble ceTy MOryT BbITb MCTOYHMKOM U3NULLHEeN nHopmMaLumm o Bac.

53 60/ ONMPOLLEHHbIX rpaXKaaH, 39 50 Ka3axCTaHLEB NoJib3yHTCA

UMELOLLMX CTPaHMLbI B ) 3NEKTPOHHON NOYTOM U
COLMANbHbIX CETAX, JINYHDBIM aKKAYHTOM N
BbIKNaAbIBAKT HHGOPMALIUID aBTOPW3aLUK Ha CalTax.
0 CBOCH XXHU3HHW.

3HanTe, 3M10yMbILWAEHHUKMN NbITAOTCH MAaHUMNYNMPOBaTb HAaLLMMU IMOLUSMMN.
He roBopuTe He3HAKOMbIM NlOASM: HOMepa MObUbHbIX TenedoHOB CBOUX
POLCTBEHHMKOB U Koner, IP agpeca, BpeMsi 0TCYyTCTBMA Ha paboyem MecTe
Wnu goma.

9kpaH Bawero MoHuTOpa nnu cMapTdoHa MOryT NoACMOTPETh Yepes njeyo.
He paboTtainTe 3a KOMNblOTEPOM MM HOYTOYKOM, Korga 3a Bawen cnuHon ecTb
nocTopoHHMe. B nogHbIX MecTax cTapanTecb paboTaTb CNMHOM K
Henpo3payYyHom CTeHe.

CKMMMUHT - Kpa>ka faHHbIX BaHKOBCKOW KapTbl MW MapoJier Npy NOMOLLK
crnewumnanbHOro CYMTLIBAKOLLLEro YCTPOMCTBA, CKUMMepa.

B nybnunyHbix MecTax MHoro Bupeokamep. Ctapantecb BBOAUTb Napoan Kak
MOXHO bonee cKpbITHO. Hanpumep, NpuKkpbIB 3KpaH MobunbHoro TenedoHa
NafoHbI0 UK OAEXA0NW. IKpaH HoyTOyKa XenaTenbHO MaKCUMManbHO NPUKPbLITh
npv BBOAE Napons, YTobbl CKpbITb ABMXKEHUSA Bawmnx nanbues.

baHkomaTbl 1 TepMuHanbl onnatel. BHMMaTenbsHo ocMoTpuTe BaHkoMaT, nepeg,
TeM Kak UM Bocnonb3oBaTbcs. HeobblYHO BbicOKas KlaBMaTypa BBOAA,
HeobblYHOE OKOLLKO BBOAA KapTOYKM JO/MKHbI Bac HacTopoxuTsb.
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CoMHeBaeTecb — BOCNoNb3ynTechb apyrnm baHkomaTtoM. Begute cebq Tak, Kak

6ynTo npsMo 3a BaMu CTOAT Heckonbko Nofo3putensHbix nogeir. IPUKpbIBaNTe
Nai0HbH KJ1aBHATYpY, Koraa BBOAUTE NUH-KOA WK NApoJib.

YT0 18NaTb?

byabTe BHUMaTENbHbI, COOPaHbI U OCTOPOXKHDI.

QO

YTO HE HY)KHO 1eNaTb! “

Pa3roBapuBatb C He3HaKOMbIMH JIOLbMH N0 TeNeOHY HACYET CBONX GaHKOBCKHX
CYETOB UK KapT.

KOHe'-IHO, pa3roBapmBaTb MHOIC4a HY>XKHO, HO TOJIbKO €CJ1n Bbl camu
MNO3BOHWN B BaHK MNo Oq)VILI,VIaJ'IbHOMy HOMepYy TEﬂeCIDOHa.

He oTBeyartb Ha NOA03pUTENbHbIE NUCbMA, HO 06 3TOM Mbl Y)Ke roOBOPHIIH B
pasgene [loyra.

Monb3oBatbeA noao3puTesIbHbIMU bankoMaTamu u TepMHUHaJIaMK Onnathl.

OtpaBatb CBOO KapTOuKY OQUUMAHTY UK 6apMery Haponro B pyku. lnatute
KapToH TONILKO CaMH.
Ecnu Bbl nogkntoumnmce K cetn MuTepHeT yepes nybnunynbin WiFi

(Hanpumep, B asponopTy UK B Kade), To XenaTenbHO BOCMNOb30BaThCH
cepucamm VPN.

J

46 50/0 nosb30BaTeNen HUKOraa He
!;! UCNonb3yHT 061ecTBEHHbIE

«Wi-Fi Touku».

% %k %k % %
‘l_ .\ | 47 50/ aHKeTUpyeMbIx
v /0 nogkntoyarotca K UutepHety
e yepes fOCTYNHbIE
ﬁ becnpoBofHbIe KaHabI.
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PE3EPBHOE
KOMUPOBAHUE

NHdopMaumsa MoxeT ncuesHyTb. Ml He obazaTenbHo Bac atakoBanu 35ble
xakepbl. [lpocTo noTepsanu TenedoH UK Cropen XXECTKMI ANCK KOMMblOTepa.

52 30/0 Ka3aXCTaHLeB He Co3fialoT 38 70/0 dHKeTUpyeMmbIX

pe3epBHble KOMUK BaXKHbIX 3aHMMaIOTCA CO3JjaHHeM
JAaHHbIX pe3epBHbIX KOMUH.
XpaHaT uipopMauuio:
39,7% ;.ﬁ 31,5% 20,2% @
Ha KoMNbioTEpe Ha ¢pnaw- 3 B 00N1ayHbIX

HaKonurene cepBHUCax

89 70/ aHKETHUPYEMbIX He 3HAKT, KTO MOXKET HCMO/Ib30BaTh UX NEPCOHaNbHbIE
[laHHbIE U B KaKUX LensX.

YT0 1eNaTb?

PerynﬁpHo KonupoBaTb BaXXHYH quJopMaumo Ha BHELWHWA HOCHTEND.

CaMoe NpocToe - BOCMO0/1b30BaThCs MHOXECTBOM CEpBICOB Pe3epBHOro
KonupoBaHus. HekoTopble 13 HMX becnnaTHbl, HanpuMep obnako Google,
Apple iCloud, Mail.ru, Yandex. A takxe MoxHo Bocnonb3oBaThCs cepBuCamMm
ka3zaxcTaHckux obnaunbix xpaHunuw, 0blako.kz v Ps.kz.

Ba)xHo! Ecnu Bbl nonib3yetech 061auHbIMU CepBHCAMU ANS
XpaHeHUs HHGOPMaLMK — 3HAUNT Bbl ONbITHLIA
nonb3oBatesb. Begute cebs Kak onbITHLIA NOb30BaTEND.
Ha3Bancs onbITHbIM N0Nb30BaTENEM — COOTBETCTBYH.
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Maponu! BHuMatenbHo u3yyute Hawy naMATKy B paspene «Maponu». bes
Ha[ie)XHOro Napons HUKAKUX NporynoK B obnaxa.

[lByxdakropHas ayteHTuduKauua. He otkntoyaite Ha cMapTdoHe pa3baokuposky
No 0TNEYaTKy NanbLa AN pacno3HaBaHKe nuLa.

YTO HE HY)KHO 1eNaTb!

XpaHuTb B «0bnake» o4yeHb KOHGMAEHUMANbHYO NHGOPMaLMIO BCE Xe He
ctonT. He Xxpanute coto JLI B oTKpbITOM BHAE, CEMEHHbIE AU NINYHbIE TalHbI B
«obnake».

CaMoe HapéxHoe - 3aBeguTe cebe BHELHUMN XXECTKMIA ANCK Mn BonbLuyto
KapTy NamMaTu.

[pocTo perynspHo KONUpPYWTe Ha 3TOT XXECTKUI [UCK BaXKHYO MHPOpMaL Mo
CO CBOEro KomnbtoTepa unun cmaptdoHa. XoTs, ato TpebyeT
CaMOAMCLUMNIIMHBI 1 OPraHN30BaHHOCTH.

[NponguTte BCe ceMb WaAroB — 1 Bbl cTaHeTe Be/IMKUM MacTepoM JINYHOM
nHdopmMaLmoHHoM be3onacHoCcTy.
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Mbl U TOCYJ1aPCTBO.
KY/ld 0bP4dlllaThCH

an nobbIxX HeCTaHOAaPTHbIX CUTYaunax nian npmn nogo3peHnn Ha HapyweHune
KVI6ep6e3OI'IaCHOCTVI - He3aMeannTenbHO O6paTVITer K OTBETCTBEHHbIM
cneunasimnCtaMm n B

@ Cnyx<6y pearupoBaHus Ha KOMNbHTEPHbIE HHLHEHTbI

no KopoTKoMy HoMepy TenedoHa: 1400 vnu +7 (7172) 55-99-97
KZ-CERT  a3nekTpoHHas noyta: incident@kz-cert.kz

3aKoH 00 uchopMaTusau,uu — 3akoH Pecnybnukun KazaxctaH oT 24 Hoabps
2015 ropa N° 418-V 3PK. 3aKOH perynupyet o61ecTBeHHbIe OTHOWEHHA B Cdhepe
HHopMaTH3aLNK, BO3HUKaKOWME Ha TeppuTopun Pecnybnuku KasaxctaH Mexxay
rocyfapcTBeHHbIMU OpraHaMu, GU3UYECKUMH W FOPUAUYECKUMH JIHLLAMK NPH
CO3[aHNH1, Pa3BUTHMN U IKCNNYaTaLuK 00bEKTOB HHDOPMATH3ALNK, a TAKXKE NpH
rocyfapcTBeHHOM NOAAEePXKKe pa3BUTHA 0TPACAN HHGOPMaLUOHHO-

KOMMYHUKALMOHHBIX TeXHONOTUH. BHeceHbl M3MEeHeHUst U fOMOSIHEHUSI COFIacHO
3akoHy Pecnybnukun KasaxctaH ot 28 nekabps 2017 roga N2 128-VI 3PK.

Eaunbie TpEﬁOBaHMH [ET] - eguHble TpeboBaHumsg B obnactn MHGOPMaLNOHHO-
KOMMYHUKaLMOHHbIX TeEXHONOrMn 1 obecnevyeHnsa MHGOPMaLLMOHHOM
besonacHocTn. YTBepXAeHbl nocTaHoBNeHWeM [IpaButensctea Pecnybnmnkn
KazaxctaH ot 20 pexkabps 2016 roga N2 832. OnpepensatoT TpeboBaHus B
obnactn nHbopMaLMOHHO-KOMMYHUKALMOHHbLIX TEXHONOTMIA 1 obecneyeHmns

nudopmaumnonHon 6esonacHoctu. llonoxenus ET, oTHocawumecs K chepe
obecneyenns undopMaLHOHHOI be30nacHOCTH, 0093aTeNbHbI ANS NPUMEHEHHS
rocyapcTBEHHbIMU OpraHaMu, MECTHbIMU UCNONHNTENbHBIMU OPraHaMH,
rocyfjapcTBEHHbIMU HOPUAUYECKUMHU INLLAMH, CYObEKTAMMU KBA3NrOCYAapCTBEHHOIO
ceKTopa, cobcTBEHHUKAMK M BNafieNbLaMN HEeroCyLapCTBEHHbIX MHPOPMALMOHHBIX
CHCTEM, MHTErpupyeMbIX C MHGOPMaALMOHHBIMU CUCTEMAMK FOCYAaPCTBEHHBIX
OpraHoB UM NpefHa3HAYEHHbIX ANA pOPMUPOBAHUA rOCYLAPCTBEHHBIX




3NeKTPOHHbIX HHPOPMaLIMOHHBIX PECYPCOB, a TAKXKe COOCTBEHHUKAMM H
BNafieNbLiaMi KPUTUYECKH BaXKHBIX 00bEKTOB MH(OPMaLMOHHO-
KOMMYHHKALHOHHO# MHPACTPYKTYPbI.

Kuﬁepmm KasaxcTtaHa - KOHUuenumsa knbepbesonacHoctn. KoHuenums
knbepbeszonacHoctu ("Knbepwunt KazaxctaHa") paspaboTaHa B COOTBETCTBMM C
MNocnanuem lNpe3supeHTta Pecnybnukm KaszaxctaH “TpeTbsa MogepHM3aumsa
KasaxcTtaHa: [ nobanbHaa KOHKYpeHTOCMOCOOHOCTL € Yy4eTOM MOAXOA0B
Ctpaterumn “Kasaxctan-2050" no BxoxpgeHuto KazaxctaHa B uncno 30-Tn cambix

pa3BuTLIX rocyaapcts Mupa. KOHLeNLKa onpefenser 0CHOBHbIE HanpaBAeHus
peanu3aLuu rocyfapcTBeHHOH NOANTUKK B Cepe 3aluTbl 3eKTPOHHbIX
WH(OPMALMOHHBIX pecypcoB, MHPOPMALMOHHBIX CUCTEM U CETEH
TeneKoMMyHUKauUui, obecneyenns 6esonacHoro ucnonb3oBaHnsg UHGOPMaLMOHHO-
KOMMYHWKALMOHHBIX TEXHONOTUH.

YN0JHOMOYEHHDIW OPTAH B CBEPE OBECIEYEHMS
WH®OPMALIUOHHOMW BE3OMACHOCTH

Ykasom lpesupaenta Pecnybnuku KasaxctaH ot 6 oktabpa 2016 roga N2 350
o6pa3oBaH Komuter no nadpopmaLuonHoi 6ezonacHoctn MuHucTepcTBa 060pOHHOM
W a3POKOCMMYECKOM NpoMbllwneHHocTH Pecnybnuku KasaxcraH.

[0/IHOMOYHSA KOMUTETA N0 UHOOPMALIUOHHOM BE30NACHOCTH

» Pazpabotka Mep B cdepe obecneyeHna nHpopmaymoHHon besonacHoCTY;

o -
e [ocymapcTBeHHbIN KOHTPONb B chepe -
obecneyeHns MHGOPMALIMOHHOM

be3sonacHocTyH;

° MeTO,EI,OJ'IOI'VI‘-IeCKOG obecneyeHune n
CTaHOApTU3aunA.

J
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Pda3fien 1Al
NPOMPECCHMOHANIO0B

Ecnwn Bbl Bnapgeneuy busHeca, 0TBETCTBEHHbIN COTPYAHUK, NT-cneunanucr,
odumuep nHdopmaumoHHom besonacHocTn — cobnoganTe aTM peKoMeHgaunm:

1 LIaroB no CHWKEHUH
PUCKOB KUbEP-YI'P0O3

. Paspaboratb nonuTuKy HHpopMaunoHHoit 6e30nacHoCTH. 3o DA'\
LOKYMEHT NepBoro ypoBHa — Bawa kKoHcTuTyums B chepe I:IV
|

MHbopMaLnoHHOM be3onacHoCcTU. Ho KpoMe KOHCTUTYLLMU HYXXHbI

3aKkoHbl. Takne 3akoHbl Ha3blBaTCA «[JOKYMEHTbI BTOPOro YpoBHSA»

n petanmsnpytoT TpeboBaHusa nonntuku. MNogpobHee cMOTpUTE NocTaHOBNEHME
MNpaButenbctBa Pecnybnnkm KaszaxctaH ot 20 gekabpsa 2016 roga N2 832
(ET)nyHkT 33.

Ba)xHo! 0643aTeNbHO yTBEPAUTE AOKYMEHT: «NpaBUa
NCNO0Nb30BaHKA MOOMALHBIX YCTPOMCTB W HOCHTENEH

HHdopMaLuu». Y 56% onpowweHHbIX CNELUanucToB B OPraHn3aLuu
eCTb OTAENbHbIA COTPYAHUK, OTBEYAIOLWMI 3a Kubepbe3onacHOCTb.

. [lpocBeLyeHue n 0cBEAOMAEHHOCTb NONIb30BaTENEH. PaspaboTaTh @)
nporpamMMy NofroToBky nepcoHana. BHeaputb cuctembl obyveHuns o229

BCeX COTPYAHNKOB HOpMaM MHopmMaumoHHoW Be3onacHocTy. ll.l‘

MNopoep>XxunBaTb 0CBELOMIEHHOCTb Nofb30BaTeNnen o Knbep-puckax.

. YHpaBHEHMe HHUMAEHTAMHU. Heobxooumsl (1 pas HEeKOTOopPbIX .
opraHusauuii obsasaTtenbHbl) Mepbl: pernctpaunsa cobeituin UB,
ynpasieHue nHumngeHtamn Vb, yegomneHns oTBeTCTBEHHbIX 06 “
nHumpeHtax UMb, pernctpaunm nuumaentos b B Cnyxbe

pearMpoBaHUs Ha KOMMbOTEPHbIE MHLMAEHTbI [ 0CyAapCTBEHHOM
TeXHMYeCKon cny>xbbl. Bbl OMKHBI TOYHO 3HATh, YTO MPOUCXOAMNIO0 U
npoucxopuT. [NogpobHee cMoTpuTe NocTaHoBNeHMe [TpaBuTenbCTBA
Pecnybnunku KasaxctaH ot 20 gekabps 2016 roga N2 832 lMaparpad 2.
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4. YnpaBnfiTte puckamu. XXenatenbHo pa3pabotaTb «MeTOANKY OLLEHKM
PVUCKOB MHPOPMALIMOHHON 6e30MacHOCTM». Bbl JOMKHbI 3HaTh, YTO

yrpoxaet Bawen opraHmsauyum.

5. Ynpasnexue npuBuAErusMu NoNb30BaTeNen. YctaHoBUTL NpoLIeCChl

ynpasiaeHna ydeTHbIMU 3annNCAMU, N OTPaHNYNUTb KOJTMHECTBO

npuBUNErMpoBaHHbIX YY4ETHbIX 3anucen. OrpaHl/IL-IVITb npmewuiernn

YAN
)

nonb3oBaTeNs U KOHTPONMpPOBaTb AeNcTBUS Nonb3oBaTens. KoHTponb goctyna

K OeATEeJIbHOCTN U XXYypHasaM ayauTta.

6. IneMeHTbI ynpaByieHus CbeMHbIMU HOCUTENAMH. Co3paTb NOANTUKY
L9 ynpaBieHns AOCTYNOM K CbeMHbIM HocuTenam. OrpaHuyenme

TUMOB U NCMOSIb30BaHMA HOCUTENEMN. Hepep, MMMNOPTOM B
KoprnopatnBHY CUCTEMY NPOCKAaHNPOBATb BCE€ HOCUTEJIN Ha
Han4dyme BpeJoHOCHbIX MPOorpamMMm.

7. MOHUTOPUHT. Pa3paboTaTh cTpaTeruio MOHUTOPUHTa,
BCMOMOTaTesbHyI0 NOANTAKY. [TOCTOSAHHbI MOHUTOPUHT BCeX

cuctem n ceten UKT. MNpoaHanmsnpoBaTth XypHasbl Ha NnpeameT

HeobblYHON dKTUBHOCTKM, KOTOpad MOXKET yKa3blBaTb Ha aTaky.

42 80/0 OMpPOLEHHbIX CneLnaJucToB UMEHT B OpraHu3aliu CUCTeMy
)

MOHUTOPUHIa HHGOPMaLMOHHON 6e3onacHoCTH.
8. besonacHas KoHQUrypauma. Mpumensiite 3annatku (natun)

besonacHocTn n ybeguteco, 4to be3onacHaa KoHPUrypaLuns Bcex
cucteM UKT coxpaHsietcs. Co3paHme CUCTEMbI MHBEHTapM3aLmMn n

onpegeneHunsa 6basosomn cbopkun gna scex yctponcts UKT.

9. 3awmura ot BpeLOHOCHBIX NPOrpaMM. Mpou3BoANTL COOTBETCTBYIOLLYIO

MOJINTUKY N YCTAHOBWUTb 3alUNTy OT BPEAOHOCHbIX NMporpamMmM,
KOTOopble NPUMEHNMbI U aKTyaJibHbl 0114 Bawero HanpaBJieHNd
OEATEJIbHOCTHN. CKaHVIpOBaHVIe Ha Hainyme BpPpeOAoOHOCHbIX
nporpamM™m B opraHnsauunmn.

&
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43,30/0 CNeLHanucToB NPUMEHSIOT efuHble (rocyapcTBenHbIe) Tpe6oBaHus.

Co

10.CeteBas 6e30nacHOCTb. 3awMTUTL CeTh OT BHELLIHUX W BHYTPEHHNX

atak. YnpaBneHue nepumeTtpom cetn. OTdunbTpoBaTth
HeCaHKLNOHMPOBAHHbIM AOCTYN 1 BPEAOHOCHOE COAePXKMMOE.
MOHUTOPWHT U TECTUPOBAHNE 3IEMEHTOB YNpaBieHus
be3onacHocTw.

T
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MuHucrepcTeo unhpoBoro
pa3BuUTUS, UHHOBaLMA

U @3POKOCMUNUECKOMN
MPOMbILLJIEHHOCTH
Pecny6nukn KasaxcraH

KoMmuTeT no nHpopMaLMOHHOM
6e3onacHocTn

r. Hyp-CyntaH, np. MaHrinik en 8, «[10M MUHUCTEPCTB>»
Ten.: +7 (7172) 74-99-80, cant Komuteta: www.isdp.mdai.gov.kz
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